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Introduction
The LRS® File Transfer Service offers customers a secure way to send and receive files using HTTPS or
FTPS protocols. This can help when working with LRS support staff, for example, in instances where
you need to transmit files for troubleshooting or other support functions.
The service supports the LRS Privacy Policy. If you want to read the LRS Privacy Policy, you can reach it
from nearly any LRS web page. Just click the Online Privacy Policy link to read the complete company
policy. You can also find the Privacy Policy at the following address: http://www.lrs.com/privacy-policy.
This document explains the various file transfer options available and the steps required to send and/or
receive files using the LRS File Transfer Service. Please refer to the following sections for more
information about the system:

File transfer options: HTTPS and FTPS
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File transfer options: HTTPS and FTPS
Depending on the size of the file being transmitted, you may opt to use either the browser-based
HTTPS protocol or the FTPS protocol, which requires the use of a file transfer client program. File sizes
of up to 25GB can be transmitted via the secure HTTPS protocol using the LRS File Transfer Service.
You can perform HTTPS-based transfers using most popular browsers, including Internet Explorer,
Edge, Google Chrome, or Firefox.
For files larger than 25GB, you can use any FTP utility that supports the FTPS protocol (FTP over SSL
using explicit FTPS) and the standard FTP ports. Depending on the FTP client you are using, the FTPS
protocol may be called a variety of names. Several examples are listed in the table below.
If you are using this FTP Client…
CoreFTP
FileZilla
CuteFTP
SmartFTP
WS_FTP

Use this secure FTPS option setting
AuthTLS with Windows SSL
Explicit FTP over TLS
FTP with TLS/SSL (Auth TLS – Explicit)
FTPS (Explicit)
FTP/SSL (Auth SSL)
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Sending a file to LRS via the File Transfer Service
To send a file using the File Transfer Service:
1. Visit the LRS website at www.LRS.com. In the upper right-hand corner of the window, click on
the File Transfer link as shown in the picture below.

2. A web page appears, explaining that the process requires a valid email address. You may need
to scroll down and to the right to see the I Agree and I Do NOT Agree buttons for this page.
Click the I Agree button to proceed.

3. Once you click the I Agree button, you see a page with prompts for email and password
information that ensure delivery to the intended recipient.

3

4. In the Your Email Address field, enter an email address where you can receive messages.
5. In the LRS Email Address(es) field, enter one or more valid LRS email addresses corresponding
to your intended recipient(s). Insert a semicolon between each additional LRS email address.
6. (Optional) You may specify a Password to be used when sending or retrieving files from the
File Transfer Service. Be sure to remember this password, as you will need it later to send your
files. You will also need to notify the recipient of this password so they can retrieve the files.
Optionally, you can add a message to the recipient in the comments field.
7. Click the Submit button at the bottom of the page. A brief message appears, telling you to look
for a confirmation email at the address you entered.

8. Check your email inbox for a confirmation email with the Subject line File Transfer Service –
Email Validation. A sample email is shown in the screen below.
You have requested to send files to jane.doe@lrs.com at LRS.
The following link will take you to the LRS File Transfer site where you will be allowed
to send files to LRS.
Click here to validate your email address.
If you cannot click the link above, please copy it from below and paste into your
browser:
https://mypublic.lrs.com/FTS/ValidateEmail.aspx?FolderId=mp07a033-bc74-07g31013- u2rb295427s2

9. Click the hyperlink in the confirmation email titled Click here to validate your email address.
The File Transfer Service web page appears, as shown below. NOTE: If you have specified a
password in Step 5 above, you will be prompted to enter that password before proceeding.
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As shown in the graphic above, you are presented with two options for sending your files. For files
smaller than 25GB in size, LRS recommends that you use Option 1: HTTPS. This procedure is
described in the section below.
If the cumulative size of your files exceeds 25GB, you can use FTP client software to securely
transmit your files via the FTPS method. For details, please read the section “Sending files using
FTP or secured FTPS” section later in this document.

Sending files via secured HTTPS
To send files to LRS using the secured HTTPS method:
1. Click the Select button on the File Transfer Service web page as shown below.

A file upload window will appear in your browser.
2. Select the file(s) you want to transmit to LRS and click the Open button. The filename(s) will
appear on the File Transfer Service web page.
3. When you are finished adding files, click the Upload Files button. When prompted to confirm
whether you are finished sending files, click the OK button.
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The Transfer Confirmation screen appears.

4. The Transfer Confirmation screen displays your email address, the email address of the
intended LRS recipient, as well as the name and size of the file you are trying to upload. It also
displays some automatically generated email text that will be sent to the recipient as well as
any comments you entered during the email validation process.
5. Once you have confirmed the information on this screen, click the FINISH button to complete
the file transfer.

Sending files using FTP or secured FTPS
To send files using the FTP or FTPS method:
1. Refer to Steps 1-9 in the “Sending a file to LRS via the File Transfer Service” section above. On
the page where you choose your file upload method, select Click here under Option 2: FTPS.
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A new window appears, listing the FTP host name and file directory path where you will upload
your files.

2. Open your preferred FTP client application. Many FTP clients are available for purchase, and
others are available for free download.
3. In your FTP client, enter the host name, connection type (regular FTP, AUTH TLS, etc.), and
other connection parameters.
4. Use your client software to connect to the LRS FTP site. After the connection has been
established, enter the file directory path specified in Step 1 above into the appropriate field in
your FTP client.
5. Copy the files you want to upload to the LRS FTP site using your client software. Your intended
recipient at LRS will be notified via email that you have uploaded files to this private directory.
NOTE: Depending on the FTP software you are using, the secure FTPS protocol settings may appear
differently in the connection menu of your FTP client. Several examples are listed in the table below.
If you are using this FTP Client…
CoreFTP
FileZilla
CuteFTP
SmartFTP
WS_FTP

Use this secure FTPS option setting
AuthTLS with Windows SSL
Explicit FTP over TLS
FTP with TLS/SSL (Auth TLS – Explicit)
FTPS (Explicit)
FTP/SSL (Auth SSL)

For improved FTP reliability through firewalls, LRS supports both Active and Passive FTPS and
allows a Clear Command Channel (CCC) after TLS encrypted authentication. The data channel
(port 20 for Active FTP or Port range 49152-65535 for Passive FTP) always remains encrypted.
Passive connections typically do not require the CCC command but will depend on remote
firewall configurations.
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Receiving a file from the LRS File Transfer Service
When you are in contact with an LRS employee, he or she may use the same File Transfer system to
send you files as well. You will receive an email notification titled Secure File Upload Notification,
indicating that your files are ready for you to receive.
NOTE: If the LRS employee is sending multiple files, each file will be accessed via its own separate link.
The email will be similar to the example below:
An LRS employee (Jane Doe: Jane.Doe@lrs.com) has posted files to the LRS File Transfer site for you
to receive. The following link will take you to the LRS File Transfer site where you will be allowed to
receive the files from LRS.
Click here to receive the files
If you cannot use the link above, please copy the address below and paste it into your browser:
https://www.lrs.com/FTS/download.aspx?FolderId=mp07a033-bc74-07g3-1013-u2rb295427s2
Comments:
Here is the file that you requested.

To receive the file from the LRS File Transfer Service:
1. Click on the link titled Click here to receive the files. If this does not work, copy the web address
shown in the email and paste it into your browser and press the Return key.
2. If the sender has required a password to open the file, you will see a page that prompts you to
enter that password.

Enter the password and click the Continue button. A web page appears, containing a link to
download the file.
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3. You can download the file using either the browser-based HTTPS method or by using your FTP
client application.
•
•

To download the file to your PC using the HTTPS method, click the Download link, save the
file to the desired location on your PC, and click the FINISH button to close the window.
To use your FTP client to download the files, select the click here text link at the bottom
of the page. A web page appears, showing the host name and File Directory Path where
your file is located.

4. Enter the host and directory information in the corresponding fields of your FTP client. You will
see the names of the available files when you reach the FTP address.
NOTE: LRS recommends that you use FTP or FTPS to receive files if you are dealing with very
large files or a large number of files. You must have an FTP application available on your
computer to receive files via FTP. In order to use secure FTPS, your FTP utility must support
FTP Explicit (Auth SSL), which requires it to have a “clear command channel after encrypted
authentication” option.
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